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M9 = 0 9 ,a’ = e-v 5 NP2 YOPN @ dyaon 190NN NN o(a) YN
O o(a)|n

NN C Syn 1 ATOY DM WNW NP L(ODTD) 3.4 DT

2
Qn:{ze<C|z":1}:{cisik k:(),l,...,n—l}
n

2
0 Q, Moy .Q, = (w,) 92D w, = cis— U3 o8 .C* Sv nMan-nn n
n

O Pand 210 Qg Ny NN N ORTI w, T DY NI OPN AMNMNANTNN
JYOPN MINAPY MMaNN

[e.o]

AN g = U 2, DN VN NP NN YO0 L(ODTD) 3.5 DN

n=1
(NN NION2 XD NN MMIAN TIK) .99 »2)0 NN NN O .1
090 1TON NN Qo-2 TN DD WD) 0 (x) < 00,z € Qg 93D 2

JOPN NN O .3
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Torsion group

(External) Direct

product

D7MN0D N3N ONRNP N0 ATON NIN TN 9D NAY N NNaND

25 990 .C* Sv 1Man~nn NNV ONY I T DY NMan NNy non L1

NNIANTNN XIPN) NNANTNN NIN POAN NNIAN DSV IND ITON DIVNN GOIN
TN OIDND DD DX PYTA NDDON NNV ORI L, NITIN 290 (Dian

.N1M2n 195 ,C* mdann nMmann Sv '.o
g1, go € VIV NP> RO NN P, |1 € Q2D MO :NATHN 29D YNan 19N
I,k € Z My 2m2) .gs € Q, ,g1 € Q,, DNAYY M, n DND”P PO Ny

OMININ
. 27k 2wl
g1 =cas—-, g2 — CIs——
m n
Ay
2rk 2wl (27rk m)
g1g2 = cis—— - cis— =cis| — + —
m n m n
27 (k l
s (M) ca. ca.
mn

g e, COy DIIN,g €, DX NV NN NN 229NY MIID
NV TINN ,INY 2553 19N, MNAN NIYIY DOV TIRY 727D )0t ¥ ON)
(.NMan NN ,MmMan by

o) <n 3o xe QM novp z e Qy, 930 .

Qe TN N0 N Qg DY NPOPINN MMIANN~NN YD ,0TIPN Pyon a0 .

AN NNXD IV NNV 12N KD 1997, TPD1N

MNMMAN YV N NYaan

IMINS

3.2

SY Mdaon Y515 ,1an DNaNd .MN»P MMANN MYTN MNAN DY NN M2
MDA DT NPPORNNN 1O NN (H, @)1 (G, %) NYNN .MMM 0 INY

GxH={(g,h)|geG heH}

MDD ,209-207 G X H Yy © nYIye T 3.6 2WYO

(91, 1) © (g2, ha) = (91 * g2, h1 ® hy)

PN LHA GOV VMOHISND) DWW 270000 NRIPIN 0NN NN (G x H,©) R
(eg,em) M G x H-2 nnon
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Yan NN 007 .C* X Zg Yy 9on0) 3.7 Nt

(—i,2) ® (4,7)
(54 3i,1) ®(2,2)

(—i-4,247)=(1,1)
(54 3i)-2,14+2) = (10 + 64, 3)

(1,0) NN 900 AR

22v1a - NN DY ,©-2 G X H S¥ nYyan DR 1905 O01pna ,pvoyn (3.8 D
NN

2(n > 2 MAY) OIS Z,, X Ly DR 3.9 99390

JON i ANY 939 NN (a, b) € Zy, X Zp, AR 92 9Y ATONY MO IND NN
(a,b)" = (a,b) - (a,b)---(a,b) = (a+---+a,b+---+b) = (na,nb) = (0,0)

m < n n1dna L(a,b)™ = (0,0) 1AYY m OYNN 90NN NN ITONY NP
NP D00 NN Zy, X Zip-2 N DD DY TON 00D

N | Zy, X Zy| = 0% 070 N O APN RN NMNAND D PPOY Ny
NMIANN 199 MO PR TN .02 9TON VDN N PN, IOPN NN Zy, X Zy, 0N3ANN
0N NN

JPOPN NONA NYPR NPOPIY MMNIAN DY DYDY IMIN OTIPN 903NN .3.10 WD
JPDAN NINYI DPOAN MMNIAN DY NDaON NN NMYD

MHVPON HNAND Ny 3.3

Symmetric group NN 7 DNTO IMNVDIDD IN3ND L3.11 NN
Sn={o: {1,2,...,n} = {1,2,...,n} | obijective is }

- MAINX YN ,mxyo {1,2,...,n} NNAPIN S Y'NNN MPRYNN 95 GOIN N
N%YaN AWNd NMan 0 S, {1,2,...,n} 079000 SV ATON MYV DI qOIN
NIPY S, DY AN DD MM IONPNS NID DTN DR LNPEPNS NN NN
Permutation AONDN

oy XX TNmna 0900 nMan prTa Non S, NMaANN (10 v ON) 3.12 YD
X ={1,2,...,n} 99N> ,n2570N NNy

o(2) =7 ,0(1l) =i NN NN o € S5 TN S5 NN IONTI NP*3 .3.13 NNt
MNYPA IO D o i, 5k € {1,2,3} AN 0 (3) = kA

123
i j ok

g =

:93-21 DINN YD AN YNHNIA N
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Cycle

Length of a cycle

Disjoint cycles

1 2 3
id = !
1 2 3
2 3
T = 2
2 3
2 3
o= 3
2 1
9 1 2
O =0go00 = 4
3 2
3
OT =00T = .5
3 1
1 2
TO =TO0C0 = 6
1 3 2

TR S,-9 MIRY? 99 DY ROV .07 #£ 70 D VIR IR S3-9 3% W) .3.14 NIpon
VIR R RN D 1 > 39D IR

N0 o (1) N N IMAVARD 190N 1PN .|S,| = n! NN ATON 315 WD
TY VN 1O .0 — 1 N0 o (2) IR NN NMIVARD 90N LD NN .1
;290 702 39N ROV PINKRD NN 1 NN 0 (n) AR NINAD NMIVIRD 19010V

ASul=n-(n—1)---1=n!

S MAabNN DY TNN DIYN NINNN NN NIN S,-2 (W IN) IRNY .3.16 91N
LDNNYY DXNOYI DM9DNN INVY a1 > Ao H> Qg > -+ - > A —> @1 DY D900
(a1 ag ... ag) MNANN OV WD (a1 ag ... ap) NP RN NN IR ©AMD

Kk Non

25 wovw (12 3) Mmnnn N0 3.13 1NTA NIANOY o € S3 NMNN L3.17 T
IMMN NNNNA 1T ROV

1 2 3 4

NIMNN DR P80 (45 2) mnnn ,S5-2 .3.18 Dnd
1435 2

DINHV'I THNDD KD DN BIRNY NI DIND7 THNMD WD 9D .3.19 vovn
IVYPIY IR DHYD DOV GNIYY 10D BR? PRY DIINRND KD "o

DY OX2IWN 1921 ,(2WNTN) Nt DY T OAONNN O DINNNY 20 WY .3.20 YD
NTVND NNNNN OY OIWN TIWUNRND INY OOP DTPYY P DMNN
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1 234567
D .o = > :S7-2 INaN DMMNN DY DOND) .3.21 At

4 7315 2 6
IMNNN DY NIAYD DNNM ,I9010 DNPY D0 DINNND NYHOND NMNX 2INDD
DWVNd 13 Nnnn
l—4—1

DN ,Td WIS (1 4) Mnnn IR 1D P 0MNN T DY NNOI N
NN 900N
2762

,0NNYD O9N DI9DNN INYY 10 DWI  .NNOA (27 6) MNP DX YIP) N
P9 55,3 30D
=(14)(276)

NoWN o2 X9 71729 19010 95 Sy MaYY ,N7THNN 299 N9 AN .02 NN 2WN)
22P) ,D295NNN O DAMNNY NP DIAN HNIN

o2 =((14)(276))>=(14)°(276)°=(267)

WA YN 4

mporn 4.1
VTN L9 € G 930 .nman~nn H < G onm ,nman G onn 4.1 DN
Left coset gH ={gh|h € H} C G »n H 3% g 9 MIRDVD dpnod e
Right coset Hg={hg|h € H} 20 H 337 g 79 MDD dpInvn @
G /H y0) nrHNnvn mponnn qoiN Nx
NMaNN~NN Yy DonoNn ,G = S3 NN NP2 4.2 It
H=1{(123))={id, (123),(132)}
:G-1 H 5v nvbxnwn mponnn

idH = {id, (123),(132)}
(12)H={(12),(23),(13)}

),(23
(13)H={(13),(12).23)}=012)H
(23)H=1{(23),(13).(12)}=(12)H
(123)H={(123),(132),id} =idH
(132)H={(132),id,(123)} =idH

Ay
Ss/H ={idH,(12)H}
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:H = 5Z 5w nvoRnvn mphnnn Yy 9onon G = (Z,+) DN NP2 .4.3 nnnt

0+H=H=1{..,-10,-5,0,510,...}
1+H={.6-9-41611,...}

24+ H={.,6-8-32712,...}

3+ H={. 6 -7,-23813,..}

A+ H={.,—6,-14,914,. ..}
5+H={.,-50,510,15,...} =H
6+H=1+H

T+H=2+H

OV ,Z-2 57 5% NYONRNY MpPoNN wnn ¥ 00N T2 .ANRDD 1)
7/572 ={H,1+ H,2+ H 3+ H, 4+ H}

H = (2) ={0,2,4,6} 9y 9onon ,G = (Zsg, +) DR NP2 (Y9t ¥ ON) 4.4 DNT
N NYORNYN MPONNN

0+H=H, 1+H=1{1,357,2+H=H

2992 19N

H, if a=0 (mod 2)
a+ H =
1+ H, if a=1 (mod 2)

G=HU(1+ H)-v 15 0w

(NN IN) NPORNVYN MPINNND NNNIY MINDNTIN MR NIV 295 4.5 WD
oM L,T70 Oy QO LG OV gy vy H < G nmanTnn by

a~gb<— aH =bH

NNt 0503 .G Oy M2PY 0NN a, b € G OIDN Y DV MPONNN P2 1PNV DY
N2 VOVYNN NAYA

W .a,b € G Y MININ H < GHan , 03N GOon L(NRYIND) 4.6 Vawn

a€ HoxpnoNaH =Hv9a b lac HoxpnoxaH =0H .1

aHNbH =2 W aH =bH 0»pnm bH-Y aH mponn »nv 550 .2

O TINNOIN U gH = G :nann Yo N0 Mponnn 95 Sv TInNn .3
gHeG/H
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PYNIN PYON DR P NON DTTA NPPONNNNA DN NYYND Nt (NRYINA) DN

DTN AN NAY V191 .ah € bH b € H 999 nX aH = bH or :(«)
NI5N2 Y ,a = bhy € H-v 75 hg € H 0”pv yan XM .a = ae € bH
bla = ho € H

.a = bhg 39 .b7ta = hy-v 75 ,hy € H 0»p nx b~ ta € H-v non (=)

ON DA .aH C bH Y95 ,ah = bhoh € bH-v o»pmm h € H 935 ,nny
00 .bH = aH non23y9Y .bH C aH-v 19N MNA 9apn b = ah; ! 7X ,a = bhg

{gH | g € G} nvORnYN MPSNNN Y2 53 Y/NN DNRNN NNMP L(MRYINI) 4.7 HIYD
(Hgw— g~ 'H) »a5 {Hg|g € G} nvmd

gHw— (gH) ' ={(gh)"" |he H} ={h ‘g7 |he H} ={kg' |k e H} = Hg™"
VI MPONNN 190N MY NPONNPVYA MPINNN 190N 125

NIPY Nt 90N [G: H] yoroa G-2 H 5 mphnnn 99010 NX 1903 .4.8 09730
Index of a .G-1 H 5% DpIORd

subgroup
APNIY MINDNTH 29 DY 4.9 DT

Z:5Z] =5 1
(S5 ((123))] =2 .2
[Zs: (2] =2 3

,2INY JOP DPTIRIY 933 .ANANN™NN 5T T NN [G : H| OpTYRD .4.10 DD
[G :A{e}] = |G [G: G] =1 on ppn »pn .any 9T H nMmann~nn 1o

|G : H] = 0c0-v 75 ,H < G nMman-nm G nNMan Xy .4.11 990

H =7 nman-nm G = (Q,+) »nn .o
YN DIDRY MPINNI MANN L1 a5 0 pa 0w a;, s € Q 093w 1Y NP
-v Dap) oY

{1+ 0,00 £ 1,1 +£2,...} =1 H #aoH ={as+0,as + 1,00 +2,...}

,1 925 0 a2 Q-2 o900 mnod mnad X0 G-2 H 5v mpbnnn 1901 )59
JPODYN NNV
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IR vavn 4.2

a € G99 |aH| = |H| o»pnn .nman-nn H < G nm nman Gonn .4.12 WHyo
VAVYNN NN D2APY TN X ,G DY DN’ SV MDY MpPoNn NN 10 MpoNnY »oan
.N2D 2NN

Lagrange’s |G| =[G H]-|H| ™ aW3nnn H < GHam ansn Goan L (1Y) 4.13 vown

theorem

DNIND Y ATOD IR PINY DN3NTNN 7Y ITOD VOV N3N W3y .4.14 MIpon

[€

— =[G : H|

|H
N o(a) = [(a)]-w »ov 7 ()] | |G| ™ {(a) < G-v oY a € G W3y 0103
aAlCl=epwpmm @ € G995 B 1P DNIPD 29 1TOD AR PIND N3N 1N 9 Y

NXAPNN 0N Zjp-1 DIDN DY DPIVIRD DITON | Zy| = 10 My .4.15 Hnnt
41,2,5,10}

0”p NI5N2 oXD |G| PR PO m € N 190nm 190 nMan G OX .4.16 990
m 970N 1N G-

Loy X Loy DNAND DR N TPTI DNNT NN XD INMNO
290N ITONY 725 I1PNXI 16 IR 8 79TON 12N N2 PN DAR 1610 NMann 1T
N N 16 ATON R OPP PN IDR Q0N 4 NN D935 NN NNED N7ana

> 1 My 0PN NN Z, X Z, 0NANNY 1NN DAR 1O

0(g) > 1199 e # g € GO onWNRI p 1ToNn NN GO .6.17 DN

N .G = (g)-v MNRY M ,0(g) = p NN PY o(g9)| |G| = p v TN
AVNRIPRY PIDRD TAR 95 0T DY N G-v o3 e £ g € G Y39 Ny
DTN

G-1 o7p DX PN ONX M 1ToN G 0 o o0 nan G onn .4.18 94N
.2 9790 1N

9T0 NN PONN TN DY ATON JHINTID VAYN 29D IN L2 ITON TN D”P DN INNO
2N NN2ANN AT 1O NNMNANN

INNYD OO NI - PTIN NINON 2 TON IDNROV 2D V) Pt 1Ton G ON
V9 NINYD NNV TDN GX PRY 10D 2 79701 (-2 TN G PRY 12DV N
MM DN DD AWUND ,NNND NNAND PN DD NN ATOD Y IR DTN IDNRD
DN DY IR ON 90N D2AP) DTN AN OY TN (NN NNYN) 1D DMNN TND
OnNY nnoa ,G-a

2 3T00 DM Y NN IR NODY WY B ATDY DN3N? .4.19 MIpon
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PN HNAN NN Y 0 4.3

Transposition PN NIPY Sp-2 2 TINRD NN .4.20 N910
DN2’N NYAOND DWW Y (ag, dg, ..., Gr) NN DI .4.21 WYV
(a1,as,...,a,) = (a1, az2) - (az,a3) ... (a,-1, ar)

25, nMana w 2 <7 < n TIRN DIMNN IND .(H0TD) 4.22 N

9N IPwan () v n NN ©I90N DM IPNOYIMP NONY | NNO
JIPYIVAN YT AN 1IA0 DIN NNV 0D7T rl-1 ©I900N 7 IR ITOD W nyd
NV DN DAMNN 7 W D

(a17"'7a7“):(a27"'7ar7a1):"': (ar‘aa’b"war‘fl)

WS- T TIND OINNNN I9DNY DAPY -2 991DN 190NN NN PYNY )00
() =1

Sign DAY TN DY OON RN L TINRD IMNMNN 0 O .4.23 DTN
sign (o) = (—1)*

T,0 € 5, 999V T2 PIPNON DX NN ,S5,-2 NN DI HY 10N NN VN 1T
o»p
sign (o7) = sign (o) sign (7)

OV YD VTIND MINK MNPY DXIT ¥ 120N AT MY NNDIN NOV 25 MY
LD9DNN 190N NN 28D Swnd NN

Even W DNDN OVA —1 N3OV NN IR WDON DVA 1 MOV NNINNY XIP)
permutation TN

Odd permutation
292520 NNP N DAN NN DY YD AVND NYTO WD Mt .4.24 DNT

2o N0 (35) (49) nnn et OR 7mn X0 (35) ponn L1
.(34158) YonH 1A NN XD ONTON TR MNNNI .2

JONT NN NN MDD NINnN L3

Alternating NNAN NNANN™NN NN A, (NPT MTNNN NNAN IR) POYDND N3N .4.25 NN
group Sy OV
A, ={o € S, |sign(c) =1}

JA,| = 2w A4, 5w 170N .4.26 YD

JON Az 1m0 Az = ((123)) 2025 oowsy LAz = {id, (123),(132)} .4.27 hnnt
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Group

homomorphism

Monomorphism

Epimorphism
Epimorphic
image
Isomorphism
Isomorphic
groups

Automorphism

MWIAN DN S

oMmraMIMIN 5.1

DOOWOYYY NP f: G — H npnyn .man (H,e) (G, %) nynn .5.1 A0
DYPNN ONX MMN3N Y

Ve,y € G, flzxy)=f(z)e fy)
:DNVANNMIN DY DNV DINDD INP DN PI)

H-2 135w G0 99N AW IN DHOWOHMD RIPI Y'NN NINY DDA .1
J: G — H y>»v o”p or

TVONDIOR TMDN NN H D 9INI DDONWDOR NIPY DY NINY OV9NMIMIN .2
J: G — H ovamran o»p ox G Hv

MWW -1 G20 NN DVONWODWIN NIPI DY) YNN NINY DDINMMIN .3
G=H mt o .f: G— H ovammvx 0»p ON

.G OV BOYOWOWOW NI f1 G — G ODINMMIDN .4

DPONMIPN ,DPONDAN ,DP9NMND ,DP9NNDIMNN TY MNWN NN I8P NPda .5
JNNNN TN AN ON 0 mInD DYANMIVIN

OPNYN NRYP ON PN OXR OVSMMION NN f: G — H Dvammmin 5.2 Yy
gof=idgon fog=idyg-vI09: H > G

YTD MDD LNINYA OVONIIN N NN g NPNYNINY  (NDI) MOIND IWaN
.g = f71 noan Apnyn N8N 2900 DPMMPN XN f OPINMIMINY NND
NTY) IPVNMIT0Y NPIVDD ,NPDOPODT NNON N NPONMDNY NINID 0) IWOIN
ANNAP DYDY M TON NIMTY NN MNAND NPONN 2D MPPY DN NO

,DNVOMOIMN JN ONN AP .MNIAN P MPNYN INd SY Aowa MmN 5.3 990
N0 NN 3D ON)

VI ONR NNP PN N OV NN x> e 29) NN ¢ R — R* 1
207207709 D9ONN

M ovaMaN N det: GL,(F) — F* & .nTv F o .2
det(AB) = det(A) det(B)
D09y DY NNVOON NNIVN DY HONOND IWAN DY NPNYNNY NOIND 1)

JooHNa (7,1, ..., 1)
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Kernel

Image

YAP) DX IDAN DD OVANMIMN NYR = — 2 290 MmN ¢: R — R* .3
p(0) =1

2)9N2 ONXRIN LOVNMON NN 1 +— —1,0 = 1299 NN ¢: Zo — Qs .4
JVONMIDN NYYND 30 2 ITON MMANN YOV na

N TIND MNDN NND NI DV NN XN f: G — H npnynv N1y
Jleg) =€y 1

Sl =flo)™" 2

2099 MIPN 0N ONMPN DYYoN .n € Z 939 f(g") = f(g)" .3

oM NN N NN Jker f = {g € G| f(g) =en} 100 ,f DV YWY 4
(“P517 DMan-nn” At DN 20y Tvnna) G O

H 50 nman-nn won im f = {f(g) | g € G} 195 ,f Sv tvmond .5
|G| =|H| W ,G= H o~ .6

DXTMOY N1 ,NIPNA KDY, MM OIVSNMIMIN DV IOND MNONN (D7) 5.4 NNy
AIRYD Npnyn LF DTV Dyn oMo oanmn VI vy aRyS 192X0K2
NI5N2 OND ,dim V' = dim W ey mman Sy ovaymmin oy xonT1:V — W

2009MMWN T

L0202 SV NNNN T DY TR 19N NYAPI TPIRYD IPNYNIY T .(00TD) 5.5 WD
S(S) oy mxn f: G — H ovanmmin namn X ,G = (S) ox ,1mT 191xa
PTIN (TR XY OV I1DANR) DN NP OV NNNN OV NY AP DO NOV 25 v
ovaNIMN NV PR ©([1]) = 1295 PV T1IMN ¢ Z,, — Z Hond .ovanmmin
TAN TN 20N NITIN NN

o(n) = (U] +--+ 1) = () + -+ (1) =n

,DIXPN P DOPPNNY DO YOV 170 v 950 19INa Lp([n]) = 0 v TIm
DPONMIMN ATIVY »TD ,DAXPN MNNN YY DY DNYPNN

DPPNN PND I1TON g € G 955 > N .oV f: G — H o 5.6 2N

o(f(g))lo(g)

92PN MNNWNN DY [ DR DY) g7 = eg NN 29D .= 0(g) ADI DN

f(9)" = f(g") = flea) = en

O 0(f(g))|n P03 3.3 Myv *a5 19N
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NPONMMION YN 4 ITON MNIAN PNV DD ONRN 5.7 9990

4 9700 YR W H-am0 25 ovwy L H =74 DX G = Zy X 7y AN INY 2N INO
N L1 € H wmo 4 97010 YK YV 9700 IR L, G — H Dvammvdn i DN
ND 9270 3129 ,2 W 1 9700 0NN 95 G NMaNa Mpnn YY ATON INR PONN
JPOMMIVR XD MMAND 199 o5
MYPYIN NPINMIPN MNANA 199 ,02IDNRN ITO DY MY DVINMIN 0N
Y30, MMANa OIDRND ITO DY

im f N, 9AN G ORY IO .ova MmN f: G — H o (102Y) 5.8 YWYV
JYaAN H oN 99 OX 19aN G N ,G = H orv 0N .0vaN

JON im f N YN G ORY DN o0 f: G — H o 5.9 9N

x € 1im f o v ww won (f(a)) Cim f 2 M2 .G = (a) M1 DN
POMPAN NN NN im f 2) f(g) = 2-v T2 g € G TR W 320 INYOD TN
99 .g = aF-v 10 k € Z o»p mops G-v »an (G v

O f(a) 5w npn N NN AN 9D MO,z € (f(a)) D NHM

JP9NMITN YN DN0N ATON NPOPPNN MMNANN DOV PPONY 1N ONPN 22X INNN
DY NYTO PANY Y TNN DD NN NOY ATON IX L, TPOPN NAN "2In9”2 NNYD ON
:DDONMIIVN YT TY

Z~9 W Zop =7 YR TIONORIR NI N3N 7D L5.10 vavn

(9N Man DX waavw oY) Upg = Qy = Zy- nZ = 7 .5.11 Dt
2. S5 — Zg DVONMIVN OPP ONN .5.12 99N

JVOPN Zig 1N (FPDAN KD IDONX ND) NPOPN KDY S305 | ND )W WINO
f: (QF,) = (Q,+) ovraMMmPN D»P DN .5.13 99N

935 f(a?) = f(a) + f(a) V192 ,DPONMMPR NI [ 5 NSOV M) KD NN
MPN W IR DY NN f-v a0 =5+ 50030 OV ¢ = f(3) woy .a € QF
J(x) = §mmx yon §-5

INNYNN NN NIOX 10D

f@?) = flx)+ f(z) = c= f(3)
A3 ¢ Qoo o v N .22 = 3 09p YhN NN f-v 290

tH = (5) <R* 2O f: H — Zs X Z3 DPOINMOAN D”P DN .5.14 9990
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NN im f 0y N, DOPN NN H-v an MmO f 07pw 1DOva M) R NN
NMIANN 2D NPNO N IR dm f = Zg X Z3 *D 93Py 199 0y N0 f DaAN ooy
OIS NN Zig X Zig

21 GLy(Q) — Q8 ovammmm 0»p DNA .5.15 9990

NI L[ GLy(Q) — im f 018082 112N .M f DPPY NYOWA ) XY NN
ADOD9NMMION NN fINLY'NN f-Y )90 DPONMAN INT 1D WATNY) DHINMIDN
DPN0 RY oA GLo(Q) Dy 95 .HaN im f 199 im f < QF v 1o

A3 HDIOD PIIR WO .MPON
2009MVIN NN i(g) = ¢! 295 PN i G — G NPNYNN NN .5.16 9N

NP N PITAY AIRYY DY YNRN NN DNNYD DNANK NN DPNYNNY NI NN
3 25 OV g, h € G VY (OVONIMIN NN YD) NDIYON DY NIV ¢ DN

i(gh) = (gh)~' = h g = i(h)i(g) = i(hg)

JPoaN G ON P OR OVANMMIVIN NN ¢ MDD .gh = hg DX P DX D»PN’ N
Anversion Y202 >TD N2 NPNYNN SV DV AN NIYND

WY YN 6
WP vavn 6.1
Cayley’s theorem G — S5 OW DYDY R .ON3IN G N L0097 vavn) 6.1 VavnN

noo oy T XX-2 M>onn nespNon N¥Iap NN Sy 22 950 L(ARIN3) DROW
oV YNN PNPNS OORM g € G930 X 9Y DMNOVLIDD IMNM3IN XIPN ,NADINN
D(g) = 1,099 O: G — Sg 8PN P Uy(a) = ga Snnwn 993090 [, € Sg

0»pPIM g, h € G Y20V DO DS .OPNIMN P-v NN NONN

lyoly =g
@ TN OY MO 0 a € G Y29 DX PN ON NIV NPNPNN
(g o 1n) (a) = I, (In(a)) = Ly(ha) = gha = I,y (a)
DPPIN N g = [, M) Y'NN KINY MNIND 27D 009N @ 1o,
g=g-ec=ls(eq) =llec) =h-ec=h

] Sa-1 nown G o9 g = h oo
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Greatest common

divisor

Coprime

MYV NNIANN DN IXR N0 .G — Sg Pow Man G = S3 N2 .6.2 It
{1=id,2=(123),3=(132),4=(12),5=(23),6=(13)}

NN - NNANN DN 9D NN NIV g-2 IRNPYND D90 XD IR g € G TN 92D
;g = (123) 5v Nmnn NN 2WN) Hund .Sg-1 g HY NHNNN NN N

dg(1) =239 ,1— 2955 ,(123)-id=(123)

1g(2) =319 2= 39m95,(123)(123)=(132)

L;(3) =135 3—1m55,(123)(132)=id

dg(4) =6199 4 — 6 m>> ,(132)(12)=(13)

dg(5) =439 5= 45> (132)(23)=(12)

1g(6) =51399 ,6 = 5 m9> ,(132)(13)=(23)

> MININD VN ONN 3NV NADNN 295 g — (123)(465) Yon 7o
NOIX N POYP VYN MANAY 29 WY 2(14)(25)(36) o0 (12) nmn
155 < S5 W vV YTV

.Sp 79 DNINTANT HONDR 72 ATIDY G DD N3N D L6.3 MPONn

V DNINTHNT? VONDWR 72 VIOV G D N3N 7D .DTW Y L6.4 Mapon
GL,(F)

GL,(F) 5% nMan-nno manmivr S,-¥ IR :NNND 0
GL,_1(F)-2 S, "X 2v910) 0Mp .G — GL,_1(F) 0vammmm XY DN

oY |G = Zg WX, 10AN G ORYOINOIN .6 9TON Nan G onn (M) 6.5 990
G2 S3 N oA Ny G

D901 NMINY NN 6.2

OOV (1N”NN) M3IVD AMWDD PINDD 1, m DOV D900 IV TN .6.6 NITHIN
290NN NPNY TN

ged(n,m) = max{d € N : dln Ad|m}

(n,m) =1 0OR DN n,m * MN) .(6,10) = 2 Svnd .(n,m) P IO WYY
.0 0N 51 2 Swnd

b=y a SV ua + vh INRYD NP Y PHNN d NN ,d|b DN d|a DN 6.7 YD

(n,m) = (m,r) ' n=qgm+r DX .6.8 WYV

D91 NN .d|m BN d|n 2 ©YTY DN .d = (m, 1) 29" ,d = (n,m) IO .DNW
A < (myr) Mop oM Jdlr =n — gm I ,n,m OV OIRYY MPND T NIN PNND

SV INYY NPY NI 1D (myr)|n 9 ,(m,r)|m o3 (m,r)|r DTN 295 nyd

D WP YoN T (m, 1) < d R (m,r)n O (m,7)|m D WP DN am, T
O d=(m,r)
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Euclidean

algorithm

Extended
Euclidean

algorithm

HYV3 NN VIDW NP3 YYD IRSY? "D L(DTOPIN OMINON) 6.9 Vavn
(n,m) =n R m=00R .0 <m<n MY P DTIPIR DIMDBIR R 6.9
W3 (n,m) = (m,r) Y YN 0 < 7 < m WRD n = gm + 7 3D MINK

(ASYD? 3N DIMNIRD DY

OTOPIN OIPIMON NNYA 47-1 53 OV n”nnn DR 2vN) .6.10 DY

(53,47) = [53 = 1 - 47 + 6]
(47,6) = [AT =7-6+ 5]
(6,5)=1[6=1-5+1]

(5,1)=[5=5-1+0]

(1,0) =1

0T DRY O2I901ND MY NN ININT 1At v ON)

(224,63) = [224 = 3 - 63 + 35]
(63,35) = [63 = 1- 35 + 28]
(35,28) = [35 = 1-28 + 7]

[

(28,7) = [28 =4 -7+ 0]
(7,0) =

DXAPYY ©I9DN MNAY DIAPH’ DIPINVONIL NP2 170 ©2ADYN 190N 2N NIYND
AN DN NN IWRD log, n NN DIPIMORD DY MN8N NITOA

a, b # 0 DY BMODD 707 DOPNY . (IYHI SINYD NPXD N”NNN IPON) 6.11 VOV
»
(a,b) = min {ua + vb € N|u,v € Z}

3 YR WD) (a, b) = sa + th-w 3D s, ¢ € Z DYMY 0193
.ale " WAN albe o (a,b) = 1-v 75 OOV D901 a, b, ¢ VI .6.12 DN

c-1 2°92) .1 = sa + th-v T2 s,t DMNIOP PINYY PNPND NNNN PON 290 WINO
9D La| (sac + the) 135 .altbe ©Y 2NN 29D alsac 2D M2 ¢ = sac+ the DapN
.alc

ple W plb R plbe BN MYRY p DX .6.13 NIPON
ple oMPN 93300 299 ,(p,b) = 1 199 pt b ,NINK ID»D IR ,p|b DX NN

MWD PINYD NPND NNNN NN DYIANVYI S, ¢ DNDTPNN NN NINNDD >TD .6.14 NNNT
SHNVD DIVPIR DIMNIRD YNNI
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(234,61) = [234=3-61+51 = 51 = 234 — 3 - 61]
(61,51) = [1=151410 =10 =61 —1-51 =61 —1-(234—3-61) = —1-234+4-61]
(51,10) = [s1=510+1 = 1 =51 —5-10 =51 — 5+ (—1-234 + 4 - 61) = 6 - 234 — 23 - 61]
(10,1) = 1

(234,61) =1=06-234—23-61 o9

200N OV MNON .6.15 THYV
eld 7N eln on elm-v 75 e 0 d = (n,m) 0 .1
(an,am) = |a| (n,m) .2

SOHPW

MPY X O) PO NIN N eln, m-Y YW .d = sn +tm-v 0 s, t o»p .1
.d DR N sn + tm DNOY IRYD

n (.20 Y30 Pon) .2

Least common (0"D3) IMMODD NOTVHD DNNOON 1, m DOV OI9DN Y JMNA .6.16 N1
multiple NN NATHN OOV

lem(n,m) = min{d € N : n|d A m|d}
.[2,5] = 10-1 [6,10] = 30 Swnb .[n,m] P71 0O DY
1"N3 SV MNDON .6.17 THYV
[n,m]|a ™ ,n|a ©N m|a OX .1
[6,4](6,4) =12-2=24 =64 5vn> [n,m|(n,m) = |nm| .2
LN

n,mla > P .0 < 7 < [n,m] WRD a = g[n,m]+r-v 12 ¢,r v .1
SV NPOIPNY NPNO N #£ 0 OX ., mr 0D Yyan n,m| [n,m] N7 29
n,m]|a 995 ,a = q[n,m] 35 [n,m]

No9ON0 790N DY PMaN NNYa N’NOM N"HNn 2WND NOp TIT IR .2
NI PIPON 0D N2 LDYNVYNI O

k k
|n| :szl :p?1p§2p£k ’m| :Hp?l :p?lpgwpzék
i=1 =1
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D»NYNI OMNI YNNIV > T 0 ©NN) oy, 5; > 0-) O DPNIUNR p; TURD
D YIONWND PIAN NYD (AT IMND

k k

| I min(a;,B;) l | max (a;,5)

W, + [ = min(a, f) + max(a, f) 07PN @, 5 9901 YW 935V »am
O n,m] (n,m) = |nm)|

Sv NN d 0N .DM9DN AN INYD NN PTIND VIR L(ODTY) 6.18 NYNRVY
$1N1 + DMOYPNN S1, ..., S, DNYY DD DNIPPY ININ N, ..., N, DI0NN
KOy mspIYN ana -+ spn = d

N YV 910 2N 6.3

d <n 95 o n € N 9700 YR a € G >0 ,nan G onn .6.19 990
V30

N O(G)
°() = @) = @ota)

") A5 DOV NNOMN NN NDINN DN

(ad) @n) — (a")(d‘,im =e

A € Z > NN Ipvyy mnyan)

(d,n)
399 .n|dt 3.3 Mo 295 ¥ = e Imb> ,(ad)t = e N NYPOYNN NN N*DN NYd
n d =1 2 T (2N TN - DOV DI9DN DIMIVY) —— n ‘ dt =)
n
[l JPNY D ,—‘t b:m 6.12 DN rab

(d,n)
(a) N (b) = e on ab = ba-v 72 a,b € G vy .nMan G NN .6.20 WYV
NN b T DY DIXNN ANIANDTNM @ T DY NIXNN ANIANNTNN P2 TIPNN D)

INL(FPONIPI0
0 (ab) = [o(a), o(b)]
:[n, m] PN PO o(ab)-v MR .m = o(b)-) n = o(a) YOI DNOW
(ab)["’m] = glmlplnml = ¢ . ¢

o(ab)|[n, m] 1352>p 3.3 NV *3Y .[n, m] NN OPONN n, m-1 ab = ba *>
199 .af = b7 (ab)t = e DX PO NN YT IV TN

a, bt e{a)yn(b) =e
O .0 (ab) = [o(a),o(b)] M5 .[n,m]|t 991 ,n|t oM n|t M9
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v G-9 IR omin o n ATon Yy G = (a) NN ()t v DR) 6.21 TWHYV
M ATON NP YOPN NNIANTNN

K onn .ovp ww wom ,m Ton nmannn v H = (o) oy amw
K = H oy mmpmen nnonb LK = (5) P ,m 2700 NaoN OOy nMan nn
,6.19 99N 099 DY B = a’-vw 1o b < n ovp G SV I8P a-v INNN
_ n
o(8) = wh

D»P NN INON 295 .(n,b) = X 25 m = oy 2 M o(f) = m Yan

29 .(n,b) =sn+th-v 1> s,t €7
an/m — a(n,b) _ aanrtb _ (an)s(ab)t —1. ﬁt cK

29 |H| = |K| nmnn va Sy 9an H C K o9 o™ € K-v 292p 99>
[ V1o JH=K

30-9 W NMINY MNAN~NN NND .6.22 9NN

NI MMANDTNN 901 ,7YN 12N A21TO INND ,NNTIPN MYON 295 NN
1 o700 |{1,2,3,5,6,10,15,30} = 8 :9m195 ,30 190100 Sv pOSNNN 1901
JYORNI0N MMIANN~NND ORNN 30-)

v (lem Y 'DOD KD 5,3 DR DIV 790D WD .(6.20 ML DV) 6.23 MIpon
IDOINRNVD DWNWR

A nn (1234) (56) Yv 27om 6 N (193) (56) v 770N .6.24 NNt

.S15-2 45 9701 NMANTNN INND .6.25 9N

92N AN LS15-2 45 9TON NN RYND) NN
o=(1,2,3,4,5,6,7,8,9) (10,11,12,13, 14)

0(0) =1[9,5] =455 15 own
NMANN"NNY PPOI XY T IDRY NNANDTNN ITOD MY TDRD ITOY PNPON Ny
TN Oy Ny (o)

7515-2 39 9T0N 1N D»”P DN .6.26 NINY

D DINNN NDAOND HAPNND 21> KO 39 ITON TDRY PYON NIRD .RID Z\WWNO
.515-3

AINRM 13 TINRD TARD DI DINNN NY9OND 39 IT0N NX D2APD N2 DINN
S15-2 waN onba it 109 13+ 3 = 16 Yan, 3 7NN

254 DR DPIVAND DITON ON NN (YT W DN) 6.27 929N

10N OPIVAND OITON S4-2 INND
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Chinese
remainder

theorem

DTN AR P - 1970 1
(12) (34) Svno ot 9PN MY SV NP X (i, ) NN - 2 9TD .2
.(243) SwnY ,3 7NN DM - 3 970 .3
.(2431) SwnY 4 79x0 oM - 4 770 4
LS4-1 DPIYVARND DTON 92 NN NN NVIV NN PO PNOKN DD NN
755 PIDND OPIVAND OTON ON NN (YAt ¥ ON) 6.28 939N
:0N OPIVOND DITON S5-2 NS
DTN AR P - 1970 1
DN AN NV HY 1Y X (7, ]) DNIN - 2 AT .2
3 TN 0NN - 3 770 .3
A TR0 o Mmnn - 4 770 4
D TNIND 0NN - 5 ITO L5
.(231) (54) Svn ,3 TN IMND PN SV 199N - 6 I1TD .6

M > 5 MY n-N NV AToN DADR W S,-av 20 v N

wraYw Ynan 7

0N NYINYA Vavn 7.1

T Oy a,b € Z MDY MR DN n,m DR LN NPIRYD VAVYN NDTD) 7.1 V9UnN
M 2 =0 (mod m) @ =a (mod n)-v I nm AN MPPY 1T Ty DM

13 .sn 4 tm = 1-v 2 5,1 € Z 00»p wR ,(n,m) = 1-¥ 290 AR R DN
0PN .bsn + atm-21 INAN VOYNI DD T OV DPP NINY

bsn+atm=atm=a-1=a (mod n)
bsn+atm=bsn=0b-1=b (mod m)
NNk € Z 93 2 = x4+ kmn D) 2D M2 2IVANR NIND XN & = bsn + atm 19N

PN PINS
] a0 9902 7NN nm YT OV TN DNOIN
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Multiplicative
group of integers

modulo n

DT .z =2 (mod 5) on x =1 (mod 3)-v 75 z € Z X1 .(09T9) 7.2 DNt
Ss=—Lt=2n=5m=3mnpna .—1-5+2-3=119,05,3)=1
OPPI PR .2 = 1-(=5)+2-6 =7 AKX 7INIY IWIX MDD NPINYD LIVYN 99
7 =2 (mod 5) on 7=1 (mod 3)

MNNYN) MOAN NIIYNID 1DV NI NN 299D INY NIN 2PDN NPIRYD VYN
00T M>pY SV

22 AVITD) NI DORD DYV DIODD MY {1, ..., M} KON L(OOTD) 7.3 vown
IIMRY 79 MWD D3P ORI .71-3 BA79IV AR 1P (N KD AFIP3 BMODY M
TOIWV? NNO NN 72 ANz NN IMRY My {a; (modm;) |1 < i < k}

HIRNWON

r=a; (mod my)

x=ar (mod my)

y=3ony =2 (mod 5) ,y=1 (mod 3)-v-v 75 y € Z R8N .(057TH) 7.4 NN+t
5¥ NADIN ¥TD TY NI NIN NRTIPN NONTH R y = 7 PINanw 29 0wy .(mod 7)
MXNWHN NY IR 3199 (15 = 0 (mod 5) om 15 = 0 (mod 3) »2) 3-5 = 15
Yy =7 (mod 15) AnX MxNwNA PONNS I y = 2 (mod 5) ,y = 1 (mod 3)
MY MDA PPON NPINYN LIVYNL WANYND AR 1991 (15,7) = 1 >0 25 oW

DN MNN ¥y = 52 2 I1PTA MINNIYN

A9NR nYan 7.2

,2ANNN NN D8N0 0T 1> 1 MY 0NN RO RN (Zy,, +) 29950 DRI 7.5 Hnnt
MNRIPI N .0 TN D950 Nws 220 U, = U(Z,) NP9 AR IMNM3R DR DT
.(Leonhard Euler) 22 7995 Sv mv Sy

:([0] 99512 Yy TNV [0]-n BYYNNI) Ze SV Y950 MY NN M)

11213415
1111231415
21214024
313(013]0|3
414120142
515141321

P PITA5 P290N 195 AN NOwaN) 1 OMAY YNV IONR DN D2D9NN OINN
Ny SV 09N NN [5] Mt npna WUs = {[1], [5]} 995 .(mmv P3N mTny

27T GMYNN PONNN DX PN OX [m] € U, IR .m € Z 1 (NIRY¥INA) 7.6 HYV
NN OIDVNRD 95 0N (Zy,, -) PRINI 9NN , 90 .1 NN m-1 n YW Inra
n-9
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DM9vNN YN ) Uyg = {1,3,7,9} myon 295 (U, -) 02N 1NN 7.7 DNt
:0(7) =4 >3 PN .0 oo 10-5 on

7 =49=9 (mod 10)
?=7-7"=7-9=63=3 (mod 10)
"=7-7"=7-3=21=1 (mod 10)

Up = Ziy ™ pNUNI 1900 XN p ON 7.8 WD
N0 W 10-5 A PN 5 NINK OV ,Zqp-2 099D 10N 5-D OVYP KD 7.9 T
6lzr =1 (mod 234)-v 70 0 < x € Z NN .7.10 9990

MO .61z + 234k = 1-v 75 k € Z Nxnd N7 (234,61) = 195 1R )0
oNTPNRN 0N k,x IMOD .234-) 61 SV (MY NIPNI 2O12N0) MINYD NN NN 1
1 =6-234—23-61 mTipN NONTN 295 YN0 MIRDD NN NNNN PN VIVIN
2 =211 9n23 *25¥ Nz 2D PPN *TH & = —23 (mod 234) 1Y

MNINKRD IRNWND 61 DT v [234] € U 1H20p 03 Mt 2wnn

1=6-234=6-51 (mod 61)

.[6] 2 Ugy nana [234] = [51] Hv »9nnvw 1Nom

A9NNR NNEPNS W 7.3

IN2N VNN VOVYNN DX PPOY U, NMHaNN M2y HINDD vavnn

Euler’s theorem ~ N3Y (1) = [Uy,] %97 MW @1 N — N AW IMSpNo (191X 0avn) 7.11 0avn
Euler’s totient .a‘P(") =1 (mod n) DYPNY a € Un 9

function
©(10) = nx Uyg = {1,3,7,9}-w anxn .3 € Upg 129 ,(3,10) = 1 .7.12 Hnnt
3700 = 34 = 81 = 1 (mod 10) :07pmm 1o |Uy| = 4
1333333 59 NNANRN NT90N NN INYD .7.13 999N

215 vy N (mod 10) 200 N 7901 S¥ ININKRD NI9DN ,7PNIVYN MO NN
199 .333 = 3 (mod 10) »»

3333 _ g4-83+1 _ (34)83 :3=81%.3=1%.3 (mod 10)
333%% =333 =3 (mod 10)

.3 NN NININND NIDNY NI

DN NN INYND 6.19 90N NRYD .0 ITON NOPN NNaAN G oNn 7,14 9N
.G nx oNy G-a
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Fermat’s little

theorem

AN .G = (a) 2 ) NN

G=(d") < o(d")=n <= =n < (k,n)=1

n
(k,n)
p(n) = |Uy,| M0 G R 08N 028N 190N )00

MIURY P N3P AR VOWD 99 M0N0 DIPY TR L(MNI9 YW 10PN VAYNN) 7.15 Vawn
aP~t =1 (mod p) v¥93 0(g)| (p— 1)-w DY a € U, 959 V7 .|U,| =p—1

5S¢ MNINKN MIDN >NV DR 12WN .p(100) = 40 > 139 19N NP .7.16 29N
90921 790N

2wnY o1 N ,909 = 9 (mod 100)-w 910 .M»pw N 19N mod n-Y 93t NS
‘9121

99100) = 940 — 1 (mod 100) 19N VAWM 29 Sy NN ,(9,100) = 1-v P>
912 = (910)3.9=13.9=9 (mod 100)-v NN

1NNV AN DN NNYY 2100-n YIN D9 TY DI9DNY p(n) IR DAVNN TR
DI VONN TIYZ NN OIVPN DIFDNN IIDN NN AYND DN PYAV IIDN NP
R))

MPIN NYAINY P9 JN2) OOV I9DN DD ,NPPONTIND DV YTIDN VAVYNN 29 DY
M%) L(PYPD ITD 2T TY) DPNYRI D900 DY

k1 ko k
n=ppy...po

,ND9D92 NYOD MNYUNI 1901 DV NPTN DY IDNIN NPNPNNA TI9)2 AN NYd
:AVND 5P DMINRY

R 1
p (") =" = =P p-1) = (1—];)

J(a,b) = 1 DR PAY ,NINXINA NNDIN RHY MYV X PPDN NPINYD VAYNI IO
92p) 0OV 190N MY 3190 .p(ab) = ¢(a)p(b) ™

e (n) = (Pi'p5 . ..pir) = (p1") ¢ (052) ... o (pir)

1 1 1
ot () () (1)
D1 D2 Pk
1 1 1
:n-(l——) (1——)...(1——)
P1 D2 Pk

em=n (1=5) (=5) - (3)
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RSA cryptosystem

1991 60 = 2% -3 -5 93 00 ,|Uge| NN 2WND 275 .7.17 At

@(60):60~(1—%) (1—%) (1—%):16

89214671999 4+ 2019 Sw MNINKRN MDD PNV NN 12WN .(X9TY) 7.18 99390
92pn mod100 Hy93 .(100) =100 - (1 — 1) (1 — £) =40 2wnd Yp o

892146799 4 2019 = 679 4 19 = 67701 419 = (67°)™ . 67! + 19
= (677099)*" 6771 419 = (1) 67 + 19 = 67" + 19

-2 8823 95 100-2 v 67) Upgg NN 67 DV 20900 NN NINND M) Nyd
DNXNYND PN NNOND TNND DTOPIN DY OMIMONI wInvd 70 TN (Uigo
67 =1 (mod 100)

00k + 672 = 1-v 70 k € Z 0»p OX PN OXR NIRNVYND NINS W

67 5w INYY NPXD ged (100, 67) NN PXI ANTNN DTOPIN DIINON NRY2
:100-

(100,67) = [100 =1 - 67 + 33|
(67,33) = [67=2-33+ 1]
(33,1) =1
MY, =309 ,1 =67—2-33=—-2-1004 367 :52p) NNNO NANOIM

.3 NN 67 5V 0MN
22 30 MNINNA MI90N >NV M 671 +19 =3 + 19 = 22 195

IMNY YNN8

RSA masn novyn 8.1

,O027 P OV Dy) RSA  1398nn NOIyN X1 MMNMIaNN NN PWYN VIinswd InnT
NNON NDXDIY ,PIVPON NIONND NVVW NYNNNY ,(DITX TINND PNY Ty
ST INPoIN RSA 01 moN YW N8O DT D) NI NN

JONIN Y9IND NYTIN OIORD MOV PNy 22 :H9oN"

TINGD D1192) IRIPN 19N p, ¢ DPNIYNT DXI9DN 1Y NINA DIYN :MNNIND NN
pn) =(p—1)(g—1) My n = pg ©IDONRN NN NIAVYNN NN .(DNTH
SY192) MBXNY TIAYNN RIPIY p(n)-2 NN e > 1 790n NIM1 NN qona
5S¢ d ’995 M0 NNSM NN (NN JOP T 190N N 65537 = 216 + 1
7900 DR NN MDD A9V ONION NNAanN IR MY Uy, NMana e
T ANTNN OTOPIR DIION T DY Hwnd de = 1 (mod p(n)) 0»pnn

DY MND TNN PRY 2OV
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NNONN NN ,)O¥IN NIOND XY TN PN 19N NN DON 9992980 NNNH NN
NSYY DA NIMY NN d TIDN NNONN NN (0D IR) 212D (n, €) M NN
0P IMND TN PRY 2OV Nt D)

NN .0 < m < n O”PNRN m D900 NN OOND M NyTin NOY 212 :Masn
MO 90N W PN 19INA ¢ = m€ (mod 1) NMANIND DYTINN NN NOW
AN NN 0NYY MaNNM MOV D15 2112w v mMynin Sy

YTION NNONN NNYA m NYTINN NN c-N NNAYN OON :HNY

Ad=m=m (mod n)

p = 61 NN S¥UND DN DOX TIND DIVP DIA0N DY INNT 1N 8.1 NHPNT
VNN NN g = 537

n = pq = 3233 on)=(p—1)(¢g—1)=23120
NI MYV OTION NNANN .p(n) = 3120-5 It 1RV e = 17 MOxN Ty ININ NN
d=e'=2753 (mod 3120)

YMNNN NNONN NN DDION NN DIPIMONI DNVYNIN DADWN 7Y NN DPOD »T1)
(n,e) nov
DYTINN DIN 2V NN JDOND m = 65 NyTNN DIN NDYY N 212 N
NN
c=m'" =2790 (mod 3233)

2N T DY NMIN NIVON DION NYD . DOND ¢ NN NOVN
m = 27903 = 65  (mod 3233)

M2y MYWA MYYNY 0D NPINTIN MPN SV 0»»aN »25va 02NN

NOY) W NANYA NPTN 2N T DY IR DN NPIRYD VYN MNYIN TIND

N DDAV 29 ©wy mlT 2wNd Sund  (NPNa ANy ANDYN D) NIRIPIN
22N POANDI NPT MY9ON 17 — 1 = 16 ©Opna 195,17 = 10001,

(m?)* =1232  (mod 3233)
S=(m')” =1547 (mod 3233)
(m*)* =789 (mod 3233)
T =m(m®)® =2790 (mod 3233)
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MPYTN NP0 DaPNn N (NNHINNY NNIYNT NNY) m-2 VDD TUNIY 2D DOV
VIDW IPYY NP NPDON 900D D2APN N ,WN2I2 10N IR DN ,100015-2
NOVIVON NINANA 22O NP

r (mm)z ok
" m(ngJ)Z WOk

ANOYN 5w Mows |log, k|-1 ponond Yon pnwbs k May mF awny awno 1o
NPIATN MY9ON k£ — 1 opna ,nrantn moadn [log, k-2 anvn 9391 yia1a
2R NoWw ntya 27902758 (mod 3233) N 2WN5 m3110) LN DDA

NVAINOVPIP NVPXPNAL YNNYND INTI ND YNy NYTY W L (INIMIN) 8.2 YYD
2230 DINNA ONMIN T DY NPTPITN NYNA RO .DNWN DIIND T2 DNVINY
VNOY DOV 220D DXID AWANY MIA MOPNN PV ,TIipn MNDN MR NNnH
,(TNN2 DTN NOPNN DMV XD MNNSN NPY ,00MOYA XD DIVNIS NN MO

LI T TN Y NaPNN

DN PO NN OX MV MNYNT RIPI p ONYRT 1901 (1T v ON) 8.3 999N
OON .RSA 0y 19811 7017 DONO MOYO NI 212 ONYRT ¢ D) IWRD p = 2g+ 1
MOV MNNN NNANN DN INDIM ,p = 2¢ + 1 MOV MNYNT IRNN

n = pq = 60031, e = 4761

NN .c = m® = 19033 (mod 60031) Mmovxmn AyTINN IR 1Y NHY 13
4p(n) N NINNY HP NN 1PADN PN ,NOY 1AV m AYTHINN

NNYA 7 AR PIAY IWAN D N0 NNPN KD DON HY DPNIVYNIN NN RO
¢ MNVYNI NN NI IRNYHN PIND

n=pq=(2q+1)qg =2¢* + ¢ = 60031

9900 NN ¢ = 173 onn Tnr pay 200080 — ZLE693 908 5w 15 ww
wn)=((p-1)(¢—1) =59512 95 .p = 347-v XM pyav

DIPIMON NN YN .d NX 2YN) N2°NN N5V AV NYyTINN DX NINND 71D
NN OTOPIN

(p(n),e) = (59512,4761) = [59512 = 12 - 4761 + 2380]
(4761,2380) = [4761 = 2 - 2380 + 1]
(2380,1) =1

DN TPNRN 1WNN

1=1-4761 —2-2380
=1-4761 —2- (59512 — 12 - 4761)
= —2-59512 + 25 - 4761
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Discrete
logarithm
problem (DLP)

Baby-step

giant-step

cd Aptnn AN 2AVN) NYTNN DN N9 T .d = et = 25 (mod 59512) 199
195 .25 = 110015 »> 95t .01 NtYa

22P) NP2 OYNNHN OPINDNN NIANND

-1=c"=19033 (mod 60031)

¢® =19033% = 28035 (mod 60031)

¢® = 19033 - 28035 = 34627 (mod 60031)
2 = % = 34627% = 29966 (mod 60031)

c'? = 29966% = 17458 (mod 60031)

c®* = 17458% = 4377 (mod 60031)

¢ =19033 - 4377 = 44444  (mod 60031)

m = c? = 44444 2on nyTinn 199

PIDN-299T DNINONY 972N DNININ Nya 8.2

WVNN LA = g® g € GO .nman Gonn (TN 0nanon n»y1) 8.4 Hya
mMaNay 1anon  og, h-2 PINON NX DONDN A JMINI T NN NIND NN
YR PTY ,TINGD 22 19N 0NN NOWHN NN WNND 1) ON I1DONX [ NIINRNN

DN NINDD (1PN NN MNSY NNY DX 19t NPDIVD) TIND

TIOPNN NNIANA PO NYWYND NPOW TTIN DMON DYV 25 MY 8.5 TIYD
SV MNNN TIT  IVONMION N ITO IMND NPOPNN MMIAND YOV MY (g)
PYIAN NN TTAN DNMON NNYA PYaAN PINS OV OVIPN NN Yapn NMann
M NN ,NIANN ,MNNSN NASNN 1D ,MAT NPIINVYIP NP2 DY DDA VPN

POIMVOIP 212 NVXPNN NPOVIYT

DIINON NPYAD NIV NPNA RO NN Z,, TPNDNN DNANN DIND DHNT 8.6 T
-1 =0 15w NN yan g = 1 orv 29 v Z, = (g) M .TTINn
DN TP PN DN PYIAO 190N NIN ORIV PN -0 0D 29 v .z (modn)
/L)

DYONINY NN NN ,20N DTN 1 INTIV MM DOV |, Z, DV TPPNIDN NNONN
Tg =-V IO NINND N DR A € Z, yMNa g # 1 man vin panad
AVND Y IMRY g1 9995 090 O 199 (g, n) = 1 3 WY T A (modn)
. = hg™! (modn) XN PNINSN 125 . M2 DTOPIN DMION NIty

WY NRINY TTIN DIPINDN NPYA DY NOPNN PN (PIY X TYN) TN 7 TYN) 8.7 THYV
59 NVNN MINANN .TPDRI TPIND NAPNNN MDD DT DIONIY NN
N80 YNV W OPNI9D71T DIADNOY NN NOPNNN

39



Diffie-Hellman
key exchange

o= g% M n ATon G = (g) MOPN NMIAN XN ,0TIPN MO ,iPyad voPN
0<1i,7<mMmyz=im+j0290wn,m=[y/n] P03 .0 <z <nNnovYMN
120 .m D022 & NN XD MDD .DNYOD

h=g"=g"" =(g")¢

TN YY) ¢ TN IR Pon 0 < § < m 939 Nav NYav mMa Dy NMm
DIPINON NRY g™ NN AWNI 191 INRY .(¢7 295 2132>) NYAVA JONNY INTD Hy9a
a OND T 0 <4 < m DY INDDA . < h MNYN SNNRN ,ANNNN OTIPIN
N9 ONY ,x = im + j N2WNN NN PN o = ¢7-¥ D j O”PP) 19 DX 19205 oY
SINDIDA DRI TPNIOIND (PIYD OTYN) a <— ag” ™ DY YN

AN NPIDVD NN NNY I9IND |TND XTD m NAY NNV TIY N J210d N2
9200 May O(m) Y¥ DIPNn NPIDD W NN DIIIROY YAP) D 0PN
MN0 03 WON .0 < i < Dy 8T NaY NN May O(2) SV i nrovo)
STOON YTYN DY DN,y MTYN NN 19202 DIDNND NAY NP2
g = T DRIV O NN G = Uyp nMannv pnwrd 101 05135 n) 8.8 Nt
79 2 Y N8N n=o(7) = |G| = ¢(101) = 100 2wn2 Sp 195 .N5W I8 KN
=88 =7" (mod 101)-v

0 < j <m My ¢ mpnn 95 nx avn .m = [v/100]| = 10 o

jlor 2 3 4 5 6 7 8 9
P17 49 40 78 41 85 90 24 67

NNY2 W) ,AINININ DTOPIR DIINON 295 71 = 29 (mod 101) 2awni 15 m>
g " =T7"10=29"0 =14 (mod 101) NN N¥N) D’y12>7 DY 2WN
.12V POHYN NIV N8N KD 00 25 ooy 2 = 0 May .a + 88 HNNN
D202 NMIVN NNV RNNI KD o PYOY D) .2 = 1 DY VNN a + 14a = 20 2vn)
VO a0 NRYND § =4 N2y 1D 20 OV 4 =2 DY YOI a + 1da = 78 2w
88 = 7% (mod 101) »> XTNY ™23 9M 2 = 10 -2 + 4 = 24 )35 .NY202
=5 oaD NYRY NIDN NNIN D30 HVINY NNN DY NAVNY ND20N

295 TN N TN G = (g) MOPY NNIAN NN L(1ISN-9T HIPI1I9) 8.9 THYV
(PPN MO0 GINND INY) TIND T ONWNRI p NAY U, NN MNA5 52pn

NNaMY a € [2,n — 1] >yav 1901 XINY PTID Y09 NNAN ¥ NYIL YRNWN 935
29MYN MO D’ INDY ;1) DX, DVNNYN MY PN .¢% (modn) NN

N N9 N9 NI g% (modn) NOW MDD NNND NN 212D NNOWY DON .1
.g° (modn)

(g")" (modn) NX 2awnn 11 .2

(g")" (modn) nx Mavnn DHYN .3
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Carmichael

number

Strong witness

Miller-Rabin
primality test

9% (modn) amwnn TN DY MYTIN PAYNS DN DITTN DY Ny

JYI0) RO INPTIO 7TV KD 212 OON OV OTIDN NNONN YNNI .8.10 YYD
LTONDY NMIYSN NNON NN NISNNN NNV AYND 1N’ DD IV XN DIPINOND
IN) 2120 N OOND TITA IMRNNND 21D 9PNy N NNX NI NIPNN MNAD v

I N9PNN NY NS DNIOMNND INY DNPIVINN DVYNNYN SY9a 199 ,(DNIYD

D = 23>0 (TP MDTNI) DILP DIADN DY DNPMOND NN Y73 .8.11 "Nt
Uss = (5) 98y N3

b =15 90 212 .55 = 8 (mod23) NN 2129 NSWN 1PN ,a = 6 YN DN
2121,19% = 2 (mod23) 2wnn ©HON ny> 5% = 19 (mod23) N ©ORY NHW 199
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NN .TPON NN NN NPMIAN0NN NON P27 2T DY DNPINIRD OV IPMIIAN0N
TPNIVIND MNOI MMONN ,NOMI MIANDNA AR ,MNTNA MNYNI 190N DO NimnN
JNUNID 2299 7901 DY DY PIAON NN OMIANONRA (MNN)
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D INNND DX OINT DIRND NNDND LD YIPA ,MVNIND 0N9Y

P ORY NYVIN NNIO DY YOPN VIYNNY NIN OIMPINOND D022 NIPYIN TN
N-5 0 a 95 vayw N 219 7900 .a < p 959 a’~' = 1 (modp) W WK
P79 790N MY NN NNPY 1IN 2990 oo XIP) ¢V = 1 (mod N) o»pn
O 0N YaN 9PPRIP 1901 NOPX PP .a” = a(mod N) o»pn a 935 N
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OOV VNV NOR M AWRD N—1 = 2°-M »8) ONWRI N > 255 o))
ox L(Fy 2200 nTva 22 — 1 ow99n Sv oww) +£1 p7 on N o 1 Sv
(N —1)/2 ox nys .£1 20 aV=D/2 9w pan wnwn eVt = 1 (mod N)
W aM = 1(modN) O”pr NIONa WX 27 YW nNPS PYnnd 5o an
APV N TN O 995 N May anwds 0 < j < s My a?M = —1 (mod N)
VAN P99 N 72y (N DY NPOIYNID IR Y NN a 990010V IIN) D7PN0 1DND
N Sv opwin o7y on N — 1 Ty 090100 19 Y37 INrn 900w oD

yapn k 90n19 N > 9 0 IR 99010 NIN VIPN .(PA-D0 DIPINON) 9.1 HYV
ANaNN PYT DX

MYNT N 901D3) “NUNT IRIID” NINNY 19 ML N OX “p19” XD vIaN
P19 N0 47F 7yan noman MmHanona N
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https://eprint.iacr.org/2018/749
https://github.com/openssl/openssl/blob/master/crypto/bn/bn_prime.c
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24— 22 avm
Hp9” V9N NN VMY oz = 1 (mod V) O
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>T3 N OV FPAINYIAN NMINNN NOA W DI9INT DDIN 110D INND 9D .2-2 Ponnn
.S TN NINDD

TN L2097 ONNTIN PNAYM DN NNYA NIPTNA IROYN DY DLW YNNY) ON
5y Y NPIDO NN 18w war .O(klog® N) non omanora Hv yatn N1
N 5% NPNHYRIN NN PITAS NIV NTYD .INY ONONMNND DNIPINIONRI VDY OT
VDNV TN NOMN N AKS 0mON Svnd) log V-1 13919 NN 1Y 2
LOPNYNRT DNIND D901 217190 NNV PYA Y ARIN (PAI-ID0m DY

N P2I-ID0 DIPANORD HODYNIVT NI ,NOOMNN I NIYYN NNN
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DXTY OV YOP 2T 1901 595 7772

5s=2m95 .N —1=220=22-55 NN »¥) .k =21 N = 221 rn>) .9.3 mnt
M = 559
D AWM .a = 174 € [2,219] DX (MPONIRN TP 299) INIPR 19N IN)
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172 )95 211 oy 1m £1 19X 47 00 25 DOW
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Y TY NN 174-9 IR pNWURT NN 221-w IR 0Yp 220 = —1 (mod221) or
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subgroup
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93Py g7 Hg C H oy gHg ' C H 0N » 25 ow) »wn oD

H=gg 'Hgg ' Cg'HgCH
L1 .0y mMan namNa TN W YN NP2, ONNRND DN 990 q YPyov NS 7|7

DN >IN .NPHNIM N NOY MMANNTNN 590 N VAN NMAN G ONX 9.7 DT
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(Two-sided)
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Degree
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p-group

Commutator

Commutator
subgroup (or
derived

subgroup)
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Simple group

Perfect

Abelinization
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sign([a, b]) = sign(a) sign(b) sign(a~") sign(b™!) = sign(a)?sign(b)* = 1
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